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1. Overview 

The study Cyber violence against Women and Girls was commissioned by EIGE in Spring 2021 for the purpose 
of mapping national policies, research, data, and definitions on cyber violence against women and girls 
across the EU-27. The study is also tasked with developing new and updated definitions of different forms 
of cyber violence for statistical purposes. It is being carried out by VVA Brussels, the Centre for Strategy and 
Evaluation Services (CSES) and Milieu. 

The core objective of the study is to contribute to better informed and evidence-based policies and 
measures on effective action against cyber violence against women and girls. EIGE aims to assist EU 
institutions and all EU Member States in collecting more evidence on cyber violence against women and 
girls, contributing to further the goal of having a regular collection of data on this topic across all EU 
countries.  

The research carried out for this study is part of an effort to provide a better understanding of cyber violence 
against women and girls, especially in light of its global resurgence during the COVID-19 pandemic.  In this 
study, we analyse existing definitions of the different forms of cyber violence against women and girls and 
propose improvements to definitions used for statistical purposes. Clear and comprehensive definitions 
of cyber violence against women and girls will contribute to the collection of reliable, disaggregated 
and comparable data on the phenomenon across Member States. This will result in better policymaking 
and overall responses by the relevant authorities.  

The study focuses on cyber violence against women and girls over the age of 13, which is the minimum 
legal age to open a personal profile on most social media platforms. This is particularly important because 
young girls tend to be very active users, and at the same time, very vulnerable ones. 

Research was carried out over 6 months between June and November 2021 at EU/international level and 
across all Member States. At this stage, research output consists of two main reports. The first report 
provides an overview of EU and EU-27 national policies, research and data on various forms of cyber 
violence against women and girls, as well as policy recommendations to effectively tackle the issue. The 
second report gives an in-depth overview of the terminology used for statistical purposes at 
EU/international and national level. 
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2. Aims of the Consultation Meeting 
 

This discussion paper has been produced to help facilitate an informed discussion on the topic of cyber 
violence against women and girls during the consultation meeting. It presents preliminary key findings of 
the study and includes some useful discussion points.  

The meeting is aimed at gathering feedback on the following: 

 Key preliminary findings and identified challenges at EU and National level; 
 

 Proposed definitions of cyber violence against women and girls and its forms; 
 

 Conclusions based on the discussion and agreement on new definitions for statistical 
purposes. 

 

3.  Key Preliminary Findings  
 
3.1. EU Level 

The commissioning of this project reflects the nature of cyber violence as a burgeoning phenomenon 
and an emerging dimension of violence against women and girls.  

On the one hand, cyber violence is a new form of violence, grounded in the increased use of digital 
technologies such as computers and smartphones, and maximized by the constant connectivity proper of 
the Web 2.0. 

On the other hand, the roots of this form of digitised violence are, like any other form of gender-based 
violence, embedded in the structural inequality between women and men. As such, cyber violence 
against women and girls should be regarded as grounded in the cultural norms and beliefs of our societies 
and is linked to media’s reproduction of gender stereotypes.  

Most importantly, cyber violence directed at women and girls represents a cross-country and cross-
cultural phenomenon, which is augmented and facilitated by the global reach of the Internet.1 The COVID-
19 pandemic and associated lockdown measures have increased reliance on digital tools in our daily lives. 
Evidence suggests that, in turn, this has amplified cyber violence against women and girls.2 

Online violence is often considered to be less significant due to its non-physical nature. This false 
perception constitutes a challenge since it limits awareness, acceptance, and action when it comes to 
tackling cyber violence against women and girls. 3 Not only an extension of gender-based violence 
perpetrated in the physical, non-digital world, cyber violence can also directly lead to physical harm.  

                                                             
1 Martellozzo, E., and Jane, E. A. (Eds.). (2017). Cybercrime and its victims. Taylor & Francis. 
2 Brečko, B., and Spetsidis, N. (2020). Cyber Violence against Women and Girls is increasing – particularly in times of COVID-19 
www.vidc.org/themen/gender/cyber-violence-against-women-and-girls-is-increasing-particularly-in-times-of-covid-19 
3 Esposito, E. (2021). ‘Introduction: Critical Perspectives on Violence against Women in Politics’. Journal of Language Aggression and 
Conflict. 9(1): 1-20. https://doi.org/10.1075/jlac.00051.int 
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Studies have shown that stalking perpetrated in the physical environment is a strong predictor of cyber 
stalking, and that, conversely, stalking that begins online can continue in physical world, or lead to the 
perpetration of other forms of cyber violence.4 For example, obtaining personal information about women 
and girls can enable a perpetrator to use other violent actions, such as sharing the victim’s personal details 
online (a phenomenon known as doxing), distributing images or videos without the victim’s consent, 
blackmailing or threatening the victim.5 

Despite a growth in the prevalence of cyber violence against women and girls6, there are important 
shortcomings in both the legal and policy frameworks and in data collection processes across the EU-
27.  

The growing prevalence of cyber violence requires country-level policy action from a number of 
perspectives. Clear and comprehensive definitions of the many and different forms of cyber violence are 
urgently needed. Definitions are important for data collection and effective monitoring of the phenomenon 
as well as for conducting effective policymaking and ensuring a relevant legal framework.  

Different and complementary forms of data collection are pivotal for tackling cyber violence: evidence 
collected must be used for designing effective policies to tackle the problem in a way that can adapt to new 
technologies and emerging trends. Without robust data collection that can evidence the problems, it is not 
possible to design effective interventions. 

There is a need for a relevant legal framework which effectively recognises the various and changing 
forms of cyber violence and acknowledges the gender dimension in these crimes. Although there are 
several EU directives and regulations that are directly or indirectly applicable to forms of cyber violence 
against women and girls7, there is not yet a legal instrument at the EU level that provides a harmonised 
definition for cyber violence against women and girls.  

Without a legal instrument that defines cyber violence and its terminology, national authorities and law 
enforcement bodies are less able to act. A legal instrument that acknowledges cyber violence, and is agreed 
at the EU level, could contribute to a better implementation of the policies across all Member States. It would 
ensure effective enforcement that could translate into appropriate support to victims offering them the 
protection needed and incentivising them to report such crimes. This could also lead to more data 
availability at the EU level.8,9  

 

 

 

                                                             
4 Reyns, B. W., and Fisher, B. S. (2018). ‘The Relationship Between Offline and Online Stalking Victimisation: A Gender-Specific 
Analysis’. Violence and Victims. 33(4) : 769-786. https://doi.org/10.1891/0886-6708.vv-d-17-00121 
5 Giungi, L. et al. (2019). ‘Digital gender-based violence: the state of the art’. In When Technology Meets Misogyny: Multi-level, 
Intersectional Solutions to Digital Gender-Based Violence. Gender and Politics Insights. 
6 Lomba, N. et al. (2021). ‘Combating gender-based violence: Cyber violence. European added value assessment’. European Added 
Value Unit, Directorate-General for Parliamentary Research Services (EPRS). 
7 These include the Victims’ Rights Directive and the Directive on Combating Sexual Abuse of Children. The EU also indirectly 
address cyber violence through broader measures such as the GDPR and the Audiovisual Media Services Directive. 
8 Wolak, J., and Finkelhor, D. (2016). Sextortion: Keys Findings from an Online Survey of 1,631 Victims. Crimes against Children 
Research Center / Thorn. 
9 Lewis, R. et al. (2017). ‘Online Abuse of Feminists as An Emerging form of Violence Against Women and Girls.’ The British Journal of 
Criminology 57(6):1462–1481. https://doi.org/10.1093/bjc/azw073 
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3.2. National Level 

The limited availability of data on cyber violence incidents and trends is prevalent across the EU-27. No 
Member State has a monitoring mechanism beyond the police databases, having only carried out sporadic 
surveys focused on specific topics such as cyber bullying. In many cases, cyber violence is only a small part 
of a wider data collection exercise. Sources of data and the methods to obtain it vary widely. In some 
Member States, the government leads the efforts whereas in others, it is academia or civil society that collect 
the information.  

While some improvements are being observed in relation to identification of different forms of cyber 
violence and related data collection, cyber violence is largely seen as a manifestation of offline violence, 
and it is accounted as the same (e.g., harassment or stalking). Different forms of cyber violence are often 
mixed together in data (e.g., cyber bullying and imaged-based sexual abuse), preventing a granular 
understanding of the phenomenon.  

Although most EU Member States recognise different forms of cyber violence, the terms used to 
denominate these vary greatly. For instance, in France, cyber-stalking, cyber-harassment, and cyber-bullying 
are encompassed in the term ‘cyberharcèlement’. In other countries, such as Latvia and Belgium, cyber 
bullying and cyber mobbing are used interchangeably. New terms such as ‘cyber sexism’ and ‘upskirting’ 
have been identified in France, Belgium and Germany respectively, whereas in Cyprus, Hungary, Italy, Latvia, 
Lithuania, and Slovenia the legal framework is the only reference when it comes to terminology.   

With regards to the legal framework, with a few exceptions, the great majority of Member States do not 
have specific provisions on cyber violence against women and girls. In most countries, general offences 
(e.g., threats, stalking) apply to both offline10 and online forms of violence11 and the jurisprudence has 
largely contributed to extend the scope of traditional crimes to incidents occurred online. Moreover, where 
online violence is covered by general offenses, no specific reference is made to women, and, thus, provisions 
are gender neutral. In some Member States, new legislative developments are ongoing, and the adoption 
of specific provisions is likely to take place in the upcoming months or years. 

Cyber harassment, cyber threat, cyber bullying, online hate speech, revenge porn, cyber stalking and image-
based sexual abuse were identified as forms of cyber violence outlawed by selected Member States. Some 
of these dispositions directly refer to gender and introduce aggravating factors where an offence was 
committed in relation to victim’s gender, as it is the case for the Cypriot law against cyber stalking.  

Overall, the definitions identified tend to be gender neutral, due to the understanding that these forms of 
cyber violence can potentially affect victims of any gender. This neutrality can also be linked to many of the 
policies reflecting the regulatory framework, where the various forms of cyber violence fall under laws that 
go from copyright (images) to criminal offences (harassment), whereby gender is not seen as a factor. Data 
collection is significantly conditioned by this and the disaggregation of data by sex is infrequent. 

 

 

                                                             
10 By offline violence we refer to any form of violence that does not take place online. 
11 By online violence we mean all forms of violence covered by this study such as cyber stalking, cyber harassment/aggression, cyber 
treat, cyber bullying, online threat, impersonation/identity theft, trolling, doxing, flaming, online hate speech/defamation, Image-
based sexual abuse. 
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4. Towards Common Definitions of Cyber violence against Women and Girls 
 
In the context of this study, we focus on selected forms of cyber violence against women and girls, as listed 
below. These forms were selected based on the findings of a national mapping that was carried out as part 
of the first report, providing an overview of the prevalence of cyber violence at national and EU level:  

 Cyber-bullying 
 Cyber-harassment/cyber aggression 
 Cyber-stalking  
 Image-based sexual abuse 
 Impersonation/identity theft12 
 Online gender-based hate speech 
 Online threats13  

 
Other forms of cyber violence (such as doxing, flaming and trolling, upskirting, cyber flashing, body 
shaming) were identified. However, these were discarded as not relevant to the majority of Member States 
and/or falling under general provisions on cyber bullying and cyber harassment. 
 

4.1 Main Challenges  
 
The analysis of EU/international and national definitions of cyber violence has allowed for the identification 
of a range of challenges in establishing definitions for statistical purposes. Factors identified contribute to 
the low comparability of definitions across the EU and, thus, the difficulty in collecting comparable data on 
cyber violence against women and girls across Member States.  

Challenges related to conceptualization 

Risks associated with cyber violence against women are too often downplayed. Partially due to the 
perceived disembodiment that characterises the digital sphere, cyber violence is often not considered as 
‘real violence’ and is dismissed as an insignificant, ‘virtual’ phenomenon. As a result, it is viewed as less 
damaging for a woman compared to other forms, such as physical violence.   

Challenges related to definitions 

There is a great variety of legal and statistical definitions of cyber violence and its forms across Member 
States. This makes the selection of common components for statistical purposes difficult. In fact, conducts 
vary significantly across Member States and general offences (e.g., stalking, harassment etc.) apply in the 
majority of cases, rather than specific offenses targeting cyber violence and its different forms. Furthermore, 
the same provisions can apply to various offences. For example, the same legal provisions cover both cyber 
stalking and cyber harassment in 12 Member States. As a result, definitions tend to overlap. 

                                                             
12 Although impersonation/identity theft falls within the scope of the study, it will not be discussed at the meeting of 2 December 
2021, given that this form of violence is specific and its definition is clear and widely accepted in the literature and doctrine. 
13 Although online threats fall within the scope of the study, it will not be discussed at the meeting of 2 December 2021, given that 
this form of violence is general and can, thus, fall under other forms of online violence such as cyber stalking, cyber harassment, 
cyber bullying etc. 
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Challenges related to a gender-neutral approach  

Legal and statistical definitions of cyber violence and its forms often lack a gender component: this makes 
impossible to collect data on cyber violence against women and girls, and, thus, capture the number of 
offenses committed on the grounds of gender.  

Challenges related to data collection 

Despite the prevalence of the phenomenon, cyber violence against women remains under-reported in the 
EU and there is a significant lack of comprehensive data. When being collected, often the data entry does 
not specify whether the offense was committed through ICT and, thus, the ‘cyber’ aspect is not identifiable 
in the data. Another issue concerning data collection is that the different definitions are not always mutually 
exclusive (e.g. cyber stalking and cyber harassment) which makes statistical data collection difficult.  

Challenges related to data disaggregation 

In several Member States, data are not disaggregated by sex and age of the victim or the perpetrator, nor 
the relationship between victim and perpetrator is recorded. The lack of disaggregation by sex of the victim 
prevents from measuring the extent of cyber violence against the female population. This is a key issue given 
that women and girls are highly exposed to online violence. Besides, the lack of disaggregation by age of 
the victim prevents from collecting meaningful data on those forms of online violence targeting young 
people (such as cyber bullying and non-consensual image), or elderly women (such as identity theft). 
 

4.2. Proposed Definitions 
 

Evidence shows that there is a severe lack of data on cyber violence and research at EU does not allow to 
adequately assess the prevalence and impact of cyber violence against women and girls and its forms. Since 
women and girls are highly exposed to online violence, there is an urgent need to recognise cyber 
violence as a form of gender-based violence and to improve collection of sex-disaggregated data in 
this area.  

EIGE proposes developing gender-based definitions of cyber violence and its forms.  

The definitions below have been identified through an in-depth analysis of key components of definitions 
at EU/international and national level. The following criteria have guided the selection of the proposed 
definitions: align with data collection objectives; are relevant for policymaking; allow comparability of data; 
take into account national divergences; do no overlap with other forms of violence; can be implemented at 
Member State level; and include components complying with the International Classification of Crime for 
Statistical Purposes (ICCS).  

These definitions could be applied to data collection from different sources (administrative data, statistics, 
surveys etc.). The following aspects should be recorded separately for statistical purposes: i) conducts 
committed by a person in an intimate relationship with the victim (a partner, ex-partner); ii) conducts 
committed against girls below 18 years of age. Thus, the measurement should include the sex and age of 
both the victim and the perpetrator and the recording of their relationship.  

The definitions will be reviewed on the basis of stakeholders’ feedback, consulted during the meeting of 2 
December 2021. 
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Cyber violence 

Cyber stalking 

Cyber harassment 

 

 

 

Cyber violence against women and girls includes any form of violence committed by the use of ICT means. This 
includes, among others, the following acts of violence against women and girls: cyber stalking, cyber 
harassment/aggression, cyber bullying, online gender-based hate speech, online threats, impersonation and 
identity theft as well as image-based sexual abuse. 

 
Questions for discussion 

1. In your view, is a definition of cyber violence against women and girls needed for statistical purposes or 
are definitions of specific forms of online violence (e.g. cyber harassment etc.) sufficient? 

2. Is the proposed definition comprehensive and clear from a statistical perspective? 

3. Would this definition enable the collection of comparable data across Member States? 

Cyber stalking against women and girls involves, among others, repeated acts, by the use of ICT means, to harass, 
intimidate, persecute, spy or establish unwanted communication with unwanted and obsessive attention, making 
the victim feel threatened or unsafe in any way. 

 
Questions for discussion 

1. What elements distinguish cyber stalking from cyber harassment and other forms of online violence? Are 
these elements reflected in the above definition? 

2. Considering that the same legal provisions apply to cyber stalking and cyber harassment in 12 Member 
States, should there be one comprehensive definition encompassing both forms or should the 
definitions/provisions be kept separate? 

 Cyber harassment against women and girls involves, among others, physical and/or verbal acts, including one 
single incident, which lead to a situation where the victim is affected mentally or physically due to an unwanted 
disturbance or behaviour. 

 
Questions for discussion 

1. What elements distinguish cyber harassment from cyber stalking and other forms of online violence? Are 
these elements reflected in the above definition? 

2. Do you agree with the key elements of this definition: intentionality of the act, the fact that conducts can 
be both physical and verbal, no need for repetition etc.? 
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Cyber bullying 

Online gender-based hate speech 

Image – based sexual abuse 

General questions applying to all definitions  

Cyber bullying against girls means any form of pressure, aggression, harassment, blackmail, insult, denigration, 
defamation, identity theft, illicit acquisition, treatment or dissemination of personal data, carried out by ICT means, 
whose intentional purpose is to isolate, attack or mock a minor or a group of minors. 

 
Questions for discussion 

1. Should the definition of cyber bullying apply also to women or would this be covered under cyber 
harassment? 

2. What key aspects distinguish cyber bullying from other forms of cyber violence? 

Online gender-based hate speech is defined as expressions which spread, incite, promote or justify hatred, violence 
or discrimination or the commission of a crime, based on sex, through ICT means. 

 
Questions for discussion 

 
1. Should there be one comprehensive definition encompassing gender-based hate speech and cyber 

harassment or should the definitions/provisions be kept separate? 
 

2. How could hate speech based on other grounds be distinguished from hate speech based on sex for 
statistical purposes, given that usually one provision covers all grounds? 

 

Image – based sexual abuse against women and girls involves the online distribution or the threat of online 
distribution of photographs and/or videos of intimate nature without the consent of the subject portrayed in the 
images, with the intent to extort or harm the victim. 

 
Questions for discussion 

 
1. In your view, is a definition of image-based against women and girls needed for statistical purposes or 

are definitions of general forms of online violence (e.g. cyber harassment etc.) sufficient? 

2. Do you agree with the key elements of this definition: intentionality of the act, lack of consent of the victim 
etc.?   

 
Questions for discussion 

 
1. What are the strengths and weaknesses of each definition? 
 
2. Are there missing elements? 

 
3. Should the definition be gender-based or neutral? Why? 


